SPRING TERM MEETING OF AUDIT & RISK COMMITTEE
OF THE SOUTH HAMPSHIRE COLLEGE GROUP
Wednesday 11 March 2025 at 17.00
Online via TEAMS

AUDIT & RISK COMMITTEEMINUTES

Present: Nick Cheaney Ashley Cooper
Claire Hammond lan Harris
Hollie Swift (Chair)

In attendance: David Batho Director of Security (JISC) Item 1 only
Georgina Flood Director of Governance
Lee Glover Validera (Internal Auditor) Item 2 onwards
Michael Johnson Chief Financial Officer
Andrew Kaye CEO
Stephen Marston Chair of the Corporation

21/25 Item 1: DEEP DIVE - Cyber Governance

The Committee received a ‘deep dive’ session on Cyber Governance by David Batho, Director of Security
JISC. A copy of the presentation was made available on the Governor’s portal and circulated in advance.

In response to a question DB confirmed that third-party supply chains assurance techniques
(commonly used in other more commercial sectors) are increasingly available in the public sector

with independent assurance reports already existing for key suppliers such as exam boards and
others.

Members queried if SHCG should be looking beyond Cyber Essentials at this point in time. DB confirmed
that Cyber Essentials represents only the most basic level of protection and government expectations
are shifting toward the Cyber Assessment Framework (CAF) 4.0, which is more comprehensive and now
becoming the standard tool requested across the public sector.

22/25 Item 2: Welcome and Apologies for absence

No apologies for absence were received for this meeting. Ashley Cooper was noted as being delayed due
to travel issues.

23/25 Item 3: Declarations of Interest
Members were asked to declare any interests relevant to the agenda. No declarations were noted.
24/25 Item 4: Minutes of previous meetings

Minutes from the previous meeting of the Audit & Risk Committee held on 25 November 2025 was
reviewed for accuracy. The Cttee agreed these minutes were an accurate reflection of the meeting held.



DECISION: Subject to changes as listed above, minutes for the meeting held on the 25 November 2025
were approved as an accurate record.

25/25 Item 5: Actions & Matters Arising

Members reviewed an outcome report from the previous meeting. It was agreed actions allocated to
the previous CPO should be reallocated to the interim CPO. The Cttee noted that the H&S training
remained outstanding. DG noted the original intention to schedule this for April has been moved on, but
that this would be re-scheduled as soon as is realistic.

ACTION: DG to re-allocate actions for the ex-CPO to the interim CPO.

ACTION: DG to re-schedule the Corporation H&S training.

26/25 Item 6: Exception Reporting: Matters of Fraud/Whistleblowing/Data Protection

The DG introduced this item noting that these reports provide provide the Audit Committee with a high-
level overview of Fraud, Whistleblowing and Data Protection (including DP casework and gap analysis)
and to additionally provide an important update on matters pertaining to Employment Tribunal (ET)
findings in relation to Whistleblowing and Unfair Dismissal.

ACTION: DG to set permissions for Governor access to anonymised Fraud and G&H registers for future
meeting

The Cttee noted the increased number of data breaches reported in the Spring Term and queried what
measures are in place to prevent recurrence. DG confirmed that a recent data protection awareness
exercise at CLT and campaign via the intranet has potential increased the number of self-referrals across
the group which is positive. An additional specific training session using real and ‘lived’ examples is
hoped to better embed training with leaders and managers. A member advocated considering the
‘worst’ case scenarios of data breach (e.g. large-scale data transfers) and ensuring there are adequate
safeguards in place. DG confirmed that recent work on improving the SHCG ROPA (register of processing
activity) has provided a good overview of data protection practice across SHCG noting that whilst there
is room for improvement within the business and between departments, there is little (if any) large scale
data transfers that are not completed via secure and or multi factor authenticated methods.

Members discussed the increase in employment tribunals and general litigation within the sector and
discussed what measures are in place to try to reduce potential cases. The CEO confirmed that Year 2 of
SHCG’s leadership programme “Leading better futures” is focussed on more practical skills for manager
and leaders notably, having difficult conversations, managing conflict and addressing issues early.
Members discussed the importance of not shying away from robust and proportionate measures in
managing performance and ensuring that we are equipping our managers with the tools for their roles.
The Corporation received this report and noted the assurance provided.

27/25 Item 7: Strategic Risk Register — Termly Report

The CFO introduced this item noting the report is intended to provide assurance that risks facing the
Group are being managed effectively and that this register has been updated since the workshop held
on 28 January 2026. The Chair sought and received clarification that the next iteration of the register
will look to compare residual scoring to risk appetite and identify actions to move from one to other.
Members discussed the fact that current scoring of residual risk and appetite was for many risks in line.
It was agreed the role of the Cttee would then be to focus evidence that the controls in place are being
performed/delivered as anticipated and or are effective. It was agreed to pick a risk where the



difference between the inherent and residual is large (hence suggesting more controls, or more
effective controls) and to sense check the effectiveness of these controls. It was agreed to trial this using
the Cyber Security risk.

ACTION: Cyber Security risk to be reviewed for effectiveness of controls at the next meeting

ACTION: CFO to review the wording of Risk 9 Business Continuity for consistency to other risksThe
Corporation received this report and noted the assurance provided.

28/25 Item 8: Key Performance Indicators — Committee Review

The CEO introduced this item, giving a brief overview of the four KPIs owned by the Audit & Risk
Committee. Members agreed that subject to reflection on the deep dive on ‘Cyber Security’ there may
be additional IT or Cyber KPI’s for the Cttee to review.

ACTION: Audit & Risk to consider additional KPI’s to provide assurance around cyber security.

The Corporation received this report and noted the assurance provided.

29/25 Item 9: Health and Safety Termly Report

The CEO introduced this item noting that this report is to provide assurance that Health and Safety
within SHCG is well managed, it was noted that as requested, additional comparison/year on year
reporting has been included. As signposted in the earlier KPI report, the full details of two RIDDOR’s are
included within this report.

The Cttee welcomed the reporting and comparison noting the upward trend. It was noted that whilst
improved reporting and focus would account for an upward trend, the increase of 35.7% is marked and
should be kept under review.

ACTION: CEO to provide more details of the make-up of the 35.7% increase and provide feedback.

The Cttee recognized that 100% compliance for H&S training was unrealistic but advocated having a
target to try to drive up completion. The CEO suggested and the Cttee agreed this should be 96%. The
Cttee requested if additional data on the team/department and or college location of non-compliance
was available, since this may help identify and then target wider behavioural issues and or culture.

The Cttee commended the development of the report and the inclusion of additional metrics.

ACTION: H&S Training target of 96% to be set, and where possible anonymised data to be provided to
support identification of trends of non-compliance

The Corporation received this report and noted the assurance provided.

30/25 Item 10: Curriculum Efficiency and Financial Sustainability Support (CEFSS) Program

The CFO introduced this item to share with members of the committee the suggestions made following
our recent CEFSS with the FE Commissioner team (a voluntary exercise that aims to help develop
colleges’ curriculum plan to improve efficiency and quality). A resulting report (received in February 26)
and advice is for guidance only. A copy of suggested actions and SHCG response is available at Appendix
A. Members discussed the reference to a medium-term curriculum plan and agreed that the suggestion
for something more agile plan feels fitting in the light of possible numerous policy changes. In respect of
the report the CEO noted whilst the targets for staff utilisation and class sizes were not particularly well
developed, they served as a good reminder to keep these metrics under review as a mechanism to drive
cost savings. The Cttee were informed that the tracker will remain under review by ELT.

The Corporation received this report and noted the assurance provided.



31/25 Item 11: Validera Overview Report and Internal Audit Reports

Validera introduced this general overview report providing an update on the work completed since the
last meeting. Of note, members were asked to note positive progress against plan and good response
rates to the client survey.

The Corporation received this report and noted the assurance provided.

32/25 Item 12: Internal Audit Report: Counter Fraud Healthcheck

Validera introduced this report noting it provided a good outcome with adequate assurance. The Cttee
were informed that whilst SHCG had accepted the suggested training recommendation for budgetary
roles, Validera felt this would be implemented across all staff. The Cttee discussed the value of raising
awareness of fraud and gifts and hospitality in respect of ensuring that staff feel suitably informed to
make a declaration.

The Corporation received this report and noted the assurance provided.

33/25 Item 13: Internal Audit Report: Performance Management

Validera introduced this item noting again this was a good outcome with adequate assurance.
Members discussed at length an action recommending SMART actions are used where performance is
below target recognising that this was inherent within wider reporting (to report those area of poorer
performance) It was agreed that future KPI reports with ‘red’ results should be explicitly explained in all
future reporting.

ACTION: DG to ensure reporting template captures mechanism to provide specific feedback on ‘red’
KPI's

The Corporation received this report and noted the assurance provided.

34/25 Item 14: Internal Audit Report: Payroll

Validera provided a general overview of this report noting its adequate assurance rating. A member
expressed surprise that the 2% fail rate didn’t warrant further investigation into current practice. To
seek additional assurance, the Cttee suggested that SHCG investigate the expenses payment errors
more widely and identify potential mitigations.

ACTION: CPO (Interim) to look at expenses payment errors and identify potential mitigations.

The Corporation received this report and noted the assurance provided.

35/25 Item 15: Internal Audit Report: Work Experience

Validera provided a general overview of this report noting its substantial assurance rating. There were
no additional comments of import.
The Corporation received this report and noted the assurance provided.

36/25 Item 16: Review of Internal Audit Recommendation Tracker inc 3" party Audit Plan and
Action Tracker

The CFO introduced this item to update members of the committee on our progress with carrying out
recommendations from audits carried out by our internal auditors (Validera) and other 3 party
agencies and to assure members of the committee that SHCG management implements all
recommendations made in reviews and audits. The Cttee were informed the number of



recommendations has reduced from 71 (December report) to 56, and of these, 37 have been
implemented and will drop off the report for the next meeting.

A member raised concern with a number of the actions with extended deadlines that referred to a
previous safeguarding Audit. The CFO confirmed that these items were all underway, importantly with
no areas of concern. Members agreed that moving forward it was important to set realistic targets at
the outset. Members noted two outstanding actions referencing Cyber Essentials and agreed to discuss
them under the next agenda item.

The Corporation received this report and noted the assurance provided.

37/25 Item 17: Cyber Governance Code of Practice (associated to the NSCS toolkit)

The CEO introduced this report to update and note the Group position on the Cyber Governance Code of
Practice introduced in April 2025 by National Cyber Security Centre (NCSC). It was noted this was not
designed specifically for FE but is considered a benchmark and framework for best practice.

CEO noted aside from this review of practice against the code, it was important to note our higher
priority in achieving Cyber Essentials (CE) accreditation. CE was due to be achieved in October but
delayed due to an issue with VFM software licenses. The current provider has since priced us out of the
market and we are looking at re-licensing elsewhere. Work is already underway to test and secure a
replacement virtual server, and then seek to get re-classification. A more specific timeline and project
outline will be brought to the March Corporation.

A member expressed concern that CE was still an outstanding project noting the funding requirement to
achieved this certification was 24/25 and as such we are non-compliant. The Cttee agreed this evening’s
deep dive clarified that CE is really only the absolute basic, with much more work to be done in this
space. The CEO confirmed CE is a key area of focus and provided reassurance that the resolution
currently being scoped, was not cost prohibitive and should be delivered before the end of this
academic year. In respect of the Cyber Code of Practice, we have made good progress and there are
some positive levels of assurance, we are developing a Digital and IT strategy, and a revised GLT
structure including a Chief Information Officer.

The Chair expressed a keenness to ensure that the intersection between the Resources and Audit & Risk
cttee was clear with Audit looking at the overarching cyber risk and Resources Cttee focusing on IT
systems elements. All agreed.

Members discussed 3 party supplier exposure and were re-assured that all but one of two of our core
subcontractors holds CE and that more widely, the requirement to have CE is embedded within our new
procurement requirements.

DG requested a cttee view on ongoing monitoring either via Audit or IT System report at Resources.
Members requested ongoing reporting of the wider cyber security process articulating SHCG’s risk and
risk appetite. Members agreed the links between the IT reporting at Resources Committee and Cyber
security reporting at Audit & Risk should be kept under review.

DECISION: The Committee agreed that ongoing cyber security reporting should be provided termly via
the Audit & Risk /Resources Committee

The Corporation received this report and noted the assurance provided.

38/25 Item 18: Policies for Approval



The DG introduced this item requesting and receiving approval for the following policies:

e SHCG Counter Fraud and Corruption Policy — recommend to Corp

e SHCG Artificial Intelligence Policy — recommend to Corp

e SHCG CCTV Policy

e Privacy Notices — General Privacy Notice, Student Privacy Notice, Employee Privacy Notice and
Recruitment Privacy Notice.

The Committee discussed and agreed to two changes to the Artificial Intelligence policy as follows;
e toreference Al as an important and key employability skill for future generations.
e in Governance section, change authorisation for the approval of the use of any new Al from
GDIT to the digital information group.

DECISION: The Committee approved the SHCG CCTV Policy, Privacy Notices — General Privacy Notice,
Student Privacy Notice, Employee Privacy Notice and Recruitment Privacy Notice.

DECISION: The Committee recommend the Corporation approve the SHCG Counter Fraud and
Corruption Policy and (subject to above recommended changes) the SHCG Artificial Intelligence Policy.

39/25 Item 19: Any Other Business

The next meeting of the Audit & Risk Committee is scheduled to take place on Wednesday 17 June 2026
from 5-7 pm online via Teams.

40/25 Item 20: Meeting reflection/impact assessment

Members were invited to participate in a short SLIDO poll to assess engagement and impact.
The meeting ended at 19.15.



Impact Statements Audit & Risk 11 March 2026

Agenda Item

Deep Dive — Cyber

Governance

Welcome and Apologies

Declarations of Interest

Minutes of Previous
Meeting

Actions & Matters Arising

Impact Statement

The Committee received a comprehensive
deep dive on cyber governance,
strengthening understanding of third-party
assurance, sector-wide expectations and the
shift toward CAF 4.0, supporting improved
oversight of cyber resilience across SHCG.

The Committee confirmed attendance and
noted delays, ensuring clarity of participation
and maintaining effective governance
arrangements.

Members were asked to declare interests,
and none were noted, ensuring decisions
proceeded without conflicts and supporting
transparent governance.

The Committee reviewed and approved the
previous minutes as an accurate record,
ensuring continuity, accountability and
robust governance.

The Committee reviewed progress on prior
actions, reallocated responsibilities and
confirmed plans for overdue H&S training,
supporting follow-through and strengthened
organisational accountability.

AoC Code of Good Governance Themes & Narrative
Accountability: The Board ensures it understands key
areas of organisational risk and seeks appropriate
assurance. Risk Management: The Board actively
evaluates emerging cyber risks and expected regulatory
standards. Board Effectiveness: The Board engages in
informed discussion to guide strategic digital security
priorities.

Board Effectiveness: Clear recording of attendance
supports transparent governance. Accountability: Ensures
the Board fulfils its duty to monitor active participation in

oversight.

Accountability: Ensures integrity of decision-making.
Standards: Upholds ethical practice by formally confirming

the absence of conflicts.

Board Effectiveness: Accurate records support informed
decision-making. Accountability: Transparent
confirmation of past decisions and actions.

Accountability: Ensures actions are completed and
responsibilities monitored. Leadership & Management:
Oversight of operational follow-up supports organisational

compliance.



Exception Reporting —
Fraud/Whistleblowing/Data

Protection

Strategic Risk Register —
Termly Report

KPI Review

Health & Safety Termly
Report

CEFSS Programme

The Committee reviewed updates on fraud,
whistleblowing, data breaches and ET
outcomes, noting increased referrals, staff
awareness activity and planned training,
strengthening organisational assurance and
cultural improvement.

The Committee reviewed the updated risk
register, confirmed alignment between
residual risk and appetite, and agreed to test
control effectiveness on cyber security,
strengthening assurance of risk management
processes.

The Committee reviewed KPlIs and identified
the need for additional cyber-related KPlIs,
ensuring performance monitoring aligns with
current risk priorities.

The Committee reviewed improved reporting,
noted the significant 35.7% increase in
incidents and set a 96% training target,
enhancing assurance and strengthening
safety culture.

The Committee considered external
recommendations on curriculum efficiency,
noted the value of agile planning and agreed
organisational responses, supporting
financial resilience and informed

decision-making.

Accountability: Oversight of statutory and compliance
matters ensures transparent handling of incidents. Risk
Management: Assessment of emerging risks enables
stronger safeguards. Student/Staff Experience: Enhanced

training and awareness contribute to a safer environment.

Risk Management: Systematic review of controls ensures
risks are managed effectively. Board Effectiveness: Active
scrutiny supports informed assurance.

Performance Monitoring: KPIs support evidence-based
assurance. Risk Management: Additional KPIs strengthen

oversight of key risk areas.

Student/Staff Experience: Oversight of H&S ensures a
safe environment. Accountability: Monitoring incident
trends strengthens organisational responsibility. Risk
Management: Target-setting addresses identified

compliance gaps.

Strategic Leadership: Use of external review informs
sustainable planning. Accountability: Oversight of
curriculum efficiency supports responsible use of public
funds.



Validera Overview Report

Internal Audit Report -
Counter Fraud
Healthcheck

Internal Audit Report —

Performance Management

Internal Audit Report —
Payroll

Internal Audit Report —

Work Experience

Internal Audit

Recommendation Tracker

The Committee noted positive audit progress
and survey feedback, confirming good
assurance over internal audit delivery and
organisational responsiveness.

The Committee received adequate assurance
on counter-fraud controls and emphasised
staff awareness across the organisation,
strengthening organisational culture and
safeguards.

The Committee reviewed adequate
assurance, discussed SMART actions and
agreed improved reporting in future KPI
reports, supporting effective performance
oversight.

The Committee reviewed the adequate
assurance report, identified concern
regarding error rates and sought additional
assurance on expenses processes,
supporting improved controls.

The Committee noted substantial assurance
and confirmed strong compliance in work
experience processes.

The Committee reviewed progress on
implementing audit recommendations, noted
reductions in outstanding actions and
emphasised realistic timescales,
strengthening assurance on organisational

follow-through.

Accountability: Independent scrutiny supports strong
governance. Board Effectiveness: Regular audit updates

strengthen assurance.

Accountability: Oversight of fraud controls ensures
integrity. Risk Management: Strengthening awareness

mitigates fraud risk.

Performance Monitoring: Clearer reporting supports
targeted action. Board Effectiveness: Strengthens
informed challenge and scrutiny.

Risk Management: Addressing payroll risks protects
financial integrity. Accountability: Ensures robust financial

oversight.

Student/Staff Experience: Ensures quality and safety of
work placements. Accountability: Demonstrates robust
systems and oversight.

Accountability: Ensures timely completion of audit
recommendations. Risk Management: Reduces exposure
by tracking mitigations.



Cyber Governance Code of

Practice

Policies for Approval

Any Other Business

Meeting Reflection/Impact

Assessment

The Committee reviewed SHCG’s position on
the NCSC Code, progress on Cyber
Essentials, third-party assurance and
reporting arrangements, strengthening cyber
governance and strategic oversight.

The Committee approved key policies
including CCTV and Privacy Notices, and
recommended approval of others, ensuring
SHCG maintains compliant and current
policy frameworks.

The Committee confirmed future meeting
arrangements, supporting transparent
planning and continuity of governance.
Members completed an impact assessment
poll, supporting continuous improvement of

governance effectiveness.

Risk Management: Ensures cyber risk controls meet
sector-expected standards. Accountability: Monitors
compliance with strategic cyber priorities. Board

Effectiveness: Ensures clear committee-level oversight.

Standards: Policies support legal and regulatory
compliance. Accountability: Policy approval ensures

transparent governance.

Board Effectiveness: Ensures structured governance

cycles.

Board Effectiveness: Promotes reflective practice and

governance develop
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